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Chapter 1: Introduction

This guide is written for parents of students who have their Personal Learning Devices (PLDs)
enrolled into the Device Management Application (DMA) program under the Ministry of
Education (MOE).

It describes the functions that you, as a parent, have access to. The following are the three
options presented to parents:

Default Option

This is the selected option, if you do not request for either Option A or B. This option presents
you with a dashboard from which you can view your child's/ward’s browsing activity.
Option A

If you wish to have more flexibility with the device, you can opt for Option A. This option
allows you to install applications of choice and to customise your child's/ward’s device sleep
timing, while retaining the web filtering function to protect your child/ward from unsafe
contents.

Option B

If you wish to have total control of the device after school hours, you can opt for Option B.
In addition to having the ability to install applications of choice, all activities on the device
are not logged.

It is important to note that by not logging activities, there is no content filtering in place to
protect your child from unsafe web content. There is also no sleep hour restriction on the
device, which means that your child/ward will be able to use the device at any time.
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Unit 1-1 — Summary of Parent Options Features
Your child/ward will be provided with different accounts to access his/her PLD based on the
After-School DMA Parent Options chosen.

Parents who have selected Option A or B will need to set up a Parent Admin Password to perform
administrative tasks (e.g. installation of apps) after school hours.

Table 1 provides information on the accounts available for the different options chosen, and
when each account should be used:

Parent Admin
Student iCON After-School Password
Account Student Account (for administrative
tasks)
Default
School hours usage 4 X X
After School hours
usage v X X
Option A & B
School hours usage 4 X X
After school hours v v v
usage
Table 1

Table 2 provides information on the Parent Options features that are available after school

hours:
Default Option A Option B
Web Browsing 4
History* v v X
Additional Web
#
Content Filtering X v X
Additional 4 v
Installation of x Parent Admin Parent Admin
Applications Password required Password required
for selected apps for selected apps
Sleep hours shut X %
down Sleep hours ve -
No restrictions
controlled by school
Table 2

" Browsing history and Web content filtering is in place through the use of Google Chrome Browser.

# Parents on Option B will need to use non-Chrome browsers to disable web browsing history tracking
and web content filtering.

@ parents may request to change sleep hours through the school’s DMA Administrator.
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Table 3 provides summary on the Parent account usage:

asiardc

Parent’s Admin Password for
Option A

Blocksi

Purpose Administrative tasks at student’s e Monitor Web activity
PLD: e Modify web filtering settings
e Install applications
o Install device drivers (e.g.
home printers)
Login ID \parent Parent’s email provided to school
Password Provided by school Self-registered in Blocksi platform

after received Blocksi invite email.
https://parent.blocksi.net

Account Available

Non School hours

Anytime

Information
resource

DMA parent guide for option A:
Unit 1-4 Parent admin password
guideline (Page 8)

Sent email by Blocksi

Subject: Sign up to Parent Dashboard
Or

Subject: Blocksi Parent Dashboard
access granted

Parent who has yet received this
email, you may want to check the
SPAM folder for this email as well.

Use

During the process of installation at
student PLD, a User Access Control

(UAC) window will prompt out. To
install an app or driver, input the
following:

Userid: .\parent

Password: provided by school

User Account Comtrol

Do you want to allow this app to make
changes to your device?

B | Optional Features

\parent

Yes No

Please refer to the following user

guides for instructions:

e DMA Parent guide for Option A
(page 9 —20)

Forgot Password

Please contact school DMA for
assistance

Self-retrieved password at Blocksi
platform
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Unit 1-2 — Manual sync to DMA platform
Use below steps to ensure student’s PLD get the latest policies and settings form DMA. You may
require performing this sync for at least 3 times in 30 minutes.

Step 1:
Login student’s iCON
account

Step 2:
Open Settings, and then
select Accounts

Step 3:

Select Access work or
school, and then click Info
under student Icon
account.

Step 4:

Scroll down and click
“Sync” button. Wait the
sync complete. Repeat
this sync for 3 times, then
restart the device.

7|Page
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.iCON NAME

............’

Accounts

Your accounts, email, sync,

& Settings
@ Home
Accounts

A= Your info
= Email & app accounts

@, sign-in options

work, other people

Access work or school

Get access to resources like email, apps, and the network.
Connecting means your work or school might control some things
on this device, such as which settings you can change. For specific
info about this, ask them.

BN connect to Ministry of Education (MOE) Singapore's Azure AD
W c d by XXX.SE

Manage your account

| B Access work or school |

R, Other people

2 Syncyour settings.

-
€ Managed by

Connection info

Sync status

sync

Last Attempted Sync:
The sync was successful
8/29/2017 11:01:29 AM
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Unit 1-3 — Guiding your child to sign-in to his/her After-School Student Account
To access the features for Option A after school hours, users will need to sign-in to the
After-School Student Account.

Step 1:
[During first login]

To set up the After-School Student Account, choose "Other user" at the left bottom corner
of the main login page, and input .\student.

Leave the password field blank and login. You will then be prompted to change password.
Please proceed to create your new password.

This account is only available after school hours. Students will not be able to login to this
account during school hours.

Other user

Astudent

Reset password

Sign in to: LAPTOP-J5IAOF2U

Sign-in options

Step 2:
Your child/ward can start using his/her device as usual after logging in successfully.

Please note that the username for the After-School Student Account is .\student for all
future logins.
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Unit 1-4 — Parent Admin Password Guidelines

You will need to key in a Parent Admin password in order to perform administrative tasks
(e.g. installing apps) on your child’s/ward’s PLD.

*  When User Access Control (UAC) windows prompt out (refer Picl), please login
as .\parent

* Key in password that provided by school.
* Do keep your password in a safe place after password change.

* If you have forgotten your password, please contact the school’s DMA Administrator
for assistance.

* You are advised NOT to
» share the Parent Admin Password with your child/ward.

» remove applications that have been installed by the school (e.g. Chrome and
Blocksi).

> de-enroll the PLD from Intune for Education.

Pic1
User Account Control

Do you want to allow this app to make
changes to your device?

i Optional Features

Verified publisher: Microsoft Windows
CLSID:

Show information about the publisher’s certificate

Hide details

To continue, enter an admin user name and password.

\parent

Yes No
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Chapter 2: Getting Started

Unit 2-1 — Onboarding your DMA Parent Portal Account (Blocksi)

Setting up your DMA Parent Portal Account (Blocksi) will enable you to view and manage
your child’s/ward’s online activities.

Step 1:
Check your email inbox
for an invitation from

Blocksi.
Access granted for

aad studentd2@students.edu.sg
Click on the “Go to

Parent Dashboard”
button, and your web
browser will launch the

by blogksadminmoe edu g

Blocksi site to continue w
with the onboarding ol orpeaiert sty e
process. m::;qmmu«mnnmnxxmmlammmn

Note: Check the Spam/Junk
folder if you do not see the
email in your Inbox.

( Go to Parent Dashboard )

Step 2:

Click ”Register here” to & socksi Welcome to BMEE for Parents
register with the email o

address that you e

received the invite from

Blocksi. “

Note: ONLY Click “Sign in
with Google” if you oonthaveansccouneyer ()
received the invite from
Blocksi in your Google
account.

~ Parents and guardians can now manage their
ce adiocll 1555 Chromebooks from a Parent Portal app!
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Step 3:
Enter your details [ seocks: Create a Blocksi account
(email address, -

password, name, phone - s
no.) and your — -
child’s/ward’s Student —

iCON email address.

Student Emall (must be 3 vahd schaol awned emad)

OR

Then, click “Create
”
account”.

SIGN UP WITH YOUR GOOGLE ACCOUNT

Note: If you are using a
Google account, click “Sign
up with your Google
account” to link your
Google account with
Blocksi. Please remember
that you need to login to
Google in order to access
your Blocksi account.

Step 4:
. = (GMT+08:00) AsialTa v/ parentizi@dmademacom  Log out
After creating your S

aCCOUht, you Should be 14 Insights

able to access the

URL Yosterday  Today

Parent Dashboard. ez 5

# Dashboard

0
Blocked ° o
Waring ° o

° 0

ot

Enter an emall account I REQUEST VALIDATION + J

USERS TABLE

Status. Email

\alidated  stucentz0a@studort émademo com B0etete

Validated  studentz0@studentdmademacom B0elete

) srocksi

Note: If you are directed to
the page shown, please
contact the school’s DMA
administrator.

Parent dashboard registrations are disabled.
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Unit 2-2 — Signing in to DMA Parent Portal Account (Blocksi)

Subsequently you can sign in directly via this URL: parent.blocksi.net.

Enter your email address and password. Then, click “Login”.

OR Click “Sign in with Google” if you have registered using your Google account.

& srocks: Welcome to BMEE for Parents

E-mail

Password

Lost password?

OR

B Sign In with Google

Don't have an account yet? Register here

Parents and guardians can now manage their
App Store Satcadied  Kid's Chromebooks from a Parent Portal app!
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asiardc:

Chapter 3: Overview of the Parent Portal User Interface

Unit 3-1 — Dashboard Features

Once you have signed in to the dashboard, you will see the home screen containing your

child’s/ward’s email in “Users Table”.

If you have more than one child/ward on Blocksi, you will be able to view all their profiles

under the “Users Table”. To do that, you need to ensure that you have registered using the
same parent email address for all of them.

# Dashboard

Recent stats

Yestorday Today

Selecta timezone.. v blocksiadmin@moe.edusg  Log out

Recent statistics of your

CHEHA

© © o o
© © o o

Enter an email account

REQUEST VALIDATION +

child’s/ward’s online activities

Your child’s/ward’s student iCON
email address

Check the overview of your

child’s/ward’s online activities

Add additional web filtering

Monitor your child’s/ward’s online
activities

#@ Dashboard <«—
— @& Dashbe
oo
i= Exception List
dil Insights
\ URL
\A'lbwed\
Blocked
Warning
13| Page
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Unit 3-2 — Web Analytics (Frequently Visited Websites)

asiardc:

The “Web Analytics” tab can be found in the side menu under “Insights”. You will be able to
see your child’s/ward’s online activities and frequently visited websites/categories.

Step 1:
) . = GRS ) povetsmsiosscon Logon
Click on “Insights”. T u oo
. Voutarday Todey
Warrng ° °
| Enter an emall account REQUEST VALIDATION 4 ]
Valdated WBer O0IGH Wl Eratemd (on LB
Step 2:

You can view your
child’s/ward’s online
activities for the last 24
hours under “Web
Analytics”.

Click on the
child’s/ward’s profile
that you wish to view
under “Users”, to
access his/her online

activities.

You can view websites

user; studen202@student dmadema.com

visited by your

child/ward under T e i s o
“Popular Websites”. G wmgmeom W m 8 o
WWWICPEOIE 58 15 15 o (]
meridiansecmoe.edusg 3 3 0 0
G accountsyoutube.com 1 1 ] ]
& drivegooglecom 1 1 [ 0
WLCASInG.00 1 [] 1 Q
B3 wwwiacebookcom 1 (] 1 ]
www gambling com 1 (] 1 ]
AV www.gamblingsites.com 1 [] 1 Q

Categories

» O searc
© Healt!
®fdue
@ Gamt,
@ Block

14| Page
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You are also able to
view different
categories of websites
visited by your
child/ward, under
“Categories”.

o gamsieg com '

You can view your e
child’s/ward’s search

results under “Search

Engine Queries”.

Mutere223 Qrnutert dmadema com

.....e..-!

15| Page |I_'7_| Microsoft [ swoces:

Intune



Windows OS DMA Parent Option Guide — Option A asiarqac

Unit 3-3 — Web Analytics (By Time Period)

The “Web Analytics” tab can be found in the side menu under “Insights”. You will be able to
see your child’s/ward’s online activities for a pre-set time period.

Step 1:
Click on the time icon
at the top right corner

of the page to adjust Categories Search engna queties
the time period. e > Sreom i || 2

© Meatth and Wellness

student201@student dmademo.com

Stden1202@student dmademo.com

° ° @ tducation 4 gambing
@ Gambing

° ° o 2 gambing sites
° 0

° 0

° 0

' 0

Users

1 °

1 0

1 °

Step 2:
Select the time period
that you want to view

Yoo Yesterday Lt 15 minutes st 30 dops
for your child’s/ward’s == il e o
activities, e.g. “This resmte R, e e
Week”. e o

| oottt |

Popular Wedsites Categories Search engine queries

o o 0 o o

nosiname . Ao ok Warnng. > @uwatrgreand | | ey o
G www googie com » » ’ :m--- . gamting

e penvey } e

merdarnacmos ety ) bl

G oot ymaseom 1 '

& e goegecon ' '

@ o o ' o

B e T |

e © o o 0 ° o
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Unit 3-4 — Web Analytics (By Date)

The “Web Analytics” tab can be found in the side menu under “Insights”. You will be able to
see your child’s/ward’s online activities by specifying the start and end dates.

Step 1:
the top right corner of
the page to adjust the Cosegorien Search engine queries
dates. e vaire A e | S
° ° @ (ducation 4 gambing
o o e T peyas
° °
° o
° °
! ¢ Users
1 9 student201 @student dmademo.com
1 o SWwdent202@student dmademo.com
1 °
Step 2:
. Q ®©
Click on “Calendar”. ry -
From: . Toc o
December 2020 DY December 2020
cln: 5 ik wle 5w e o
w0 e ow o @ ow o
==
Popuiar Viebses Categories
g -
G wwmgeogesom N » o °
O s ynaressm | ' o °

Step 3:

Click on the start and e 28 o

end dates to specify a - : —

date range for viewing T e

your child’s/ward’s el

activity history. Then, 4 bRl PP LR

click “Go”. sl gl gl

f@m Categories. Search engine queries

ST ;:" T
| .
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Unit 3-5 —YouTube Analytics

The “YouTube Analytics” tab can be found in the side menu under “Insights”. You will be
able to see your child’s/ward’s YouTube browsing history.

Step 1:
Click “Web Analytics”.
Then, click “Youtube

e G e

3
WED ANALYTICS.

o gambing com ' S0 0 et dmadema com

. | Estteaiel|
Analytics”.
Popular Websites Search engine queries

ks T ErEE e

G wewgoogecom » ° ° pamting.

e pLog AL " " ° ° 2 gambing wes.

TSI mon 000 3E ) 3 ° °

G scousyounsecom 1 ' ° °

& e googesom ' o °

S \ o o

B3 vowtocebockcom 1 o dere201 Grtudert dmadema com
:
°

o 0o o o =

[P ——

Step 2:
Click on the
child’s/ward’s profile

EEE El Video Analytics

that you wish to view 5 - |- I
under ”USerS"' to g Na results found & No resulis found &
access his/her YouTube g e b st e ety B e opandyourtme range o elne e e :::mmwmw
browsing history. o

Users

The list of YouTube ————
videos accessed by your o
child is shown under

“Allowed Videos” and

videos which were

filtered out are shown

under “Blocked

Videos”.
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Unit 3-6 — Logs

The “Logs” tab can be found in the side menu under “Insights”. You will be able to view your
child’s/ward’s device and browser usage history through the “Logs” tab.

Step 1:
Click “Web Analytics” SHNE [CTEEsE

(on the blue bar). s et ares = "
Then, click “Web [ oo |

. Popular Wedsites ‘Search engine queries
Analytics” (on the grey e - et ey D Mrseps vy | L S
G wwagegecon N » ° ° © tocmn ‘ pabieg
bar). - e 2w
Finally, click “Logs”. S em—r 3
& ovgeogecon ' ' ° °
B v ooy ° ' ° e
T e
——— o
Step 2: — s o

You will be able to see
your child’s/ward’s Aecrogs

Timestamp User 0RG. UNIT L Categery

usage history. S
C|ICk ”EXpOI’t CSVH If Suncey Aot R 2021 104AM  asdstudentddGutadent.. /2 Student/2 Secondary!.

Sncay AUt R 2021 1024AM  sadstudertddGutasent.. 72 Sudent/2 Secony;

you are looking to it , . SR

download the log el

Suncay Aopst& 2021 10Z3AM  aadstudeneddutatent.. /2 Student/2 Seconcary

report(s). vt , -

Frotey Auggust 6, 2021 707 AM a1 studernidstutent /2 Suderts2 Secondary

Tuestoy At L0 251PM  sadstudenédfutatent.. 12 Students2 Seconawy!.

Pocn
Tumscay Auguat 3,201 251PM  sdstutentddatasent.. /2 Studet/2 Secondury!... www focebosk com Socts Networiing Bocau Secordary Scho
Tuescay Agust 12021 253PM  sadstudemtédgatusent . /2 Stusent/2 Seconduy!. svm Blocu Secondary Scno.
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Unit 3-7 — Download Reports

The function to download reports can be found in the side menu under “Insights”. You will
be able to retrieve a comprehensive and detailed PDF report of your child’s/ward’s web
activities.

Step 1:

Click “Web analytics”
(on the blue bar).

Then, click “Web
Analytics” (on the grey
bar).

Finally, click “Download
PDF”.
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Chapter 4: Option A Functions

Option A gives the following flexibility:
e Ability to customise and activate additional web content filtering

e Choice of sleep hours timing

Unit 4-1 — Managing Web Content

Web content filtering is extension-based and operates only in a Chrome browser. Hence
Chrome is the only browser that will work for students on Option A. Other browsers will be
blocked and/or the search function will be not available (e.g. in Microsoft Edge).

Parents who opt for Option A can apply additional content filtering on top of the ones under
the MOE baseline policy.

Note: If you do not modify the filters, the PLD will adopt the school's policy, which mirrors
the content filtering under the Default Option.

Step 1: B
Click on “Exception -
List”. # Dashboard AN

Enter list name CRE/

Block List
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Step 2:
Name the list and click - =
on “Create List”. B Exception List
I Enter list name I CREATE LIST + I
Block List @ 4
Step 3:
Click on the pencil icon = —
to edit the list you have B Exception List
created.
Enter list name CREATE LIST <
Block List & i
Step 4:
Enter the website = Jeicrd dmssins. %, becks
address (URL) you want Y Edit Block List
to block/allow. oy e
IEH!QF URL I “Mh" Add to exception list
Examples of use:
* www blocksd net
e
* bocksd net
W bloChs] HetChomebook terng
‘www blocksl netichromebook®
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Step 5:
Click on either “Block” = L
to restrict access or Y Edit Block List
“Allow” to grant access. Exceptont ek s
Then, click on “Add to —
except|0n |iSt" Enter URL I Add 1o exception list
. Examples of use:
Note: Websites that have - bl
been added to the “Allow” sl ~—
list will only be accessible il
after school hours.
Step 6:
C||Ck on "Update" |f you = Selecta timezone.. v block
have made any changes Y Edit Block List
to the access rights for Bt ket
a partiCUIar URL. Enter URL = Add to exception list
=]
Examples of use:
= www blocksl net
* www blocksd ¢

* *blocksi net
* www biocksl necchromebook: fitering
« www blocksl netichromebook®

youtube.com m Block =]

Click on the bin icon to — _ , .
delete a list. =1

# Dashboard “ . .
B Exception List

= Exception List

Enter list name CREATE LIST +

glock List @ & E

1 Insights
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Step 7: - _ st ] Uit i
Access the “Users " o _. Dashbeard |
Table” by clicking on Lo =

“Dashboard” in the side —_— T

menu. _— .

In the “Users Table”, S
select a particular o

“Exception List” to
apply the filters set to
your child’s/ward’s
account.

Boeke

Validated axd_studerdtdDsiudents ey Hone.

You can have different
exception lists for each
child/ward.

You can also apply the
same exception list to
another child’s/ward’s
profile under your
account.
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Unit 4-2 —Sleep hours

Schools will determine the Sleep Hours set for the students’ PLDs. When the Sleep Hours
profile is in force, the device will go through a forced shutdown at the stipulated time. This
prevents the usage of the device during the night, to facilitate rest time.

You can request for a change in the school’s pre-set sleep hours to better meet the needs of
your child/ward. You can choose from a selection of sleep hours, starting from 7.00 p.m. till
11.00 p.m., at an hourly interval. To do so, you need contact your school’s DMA
Administrator.
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Chapter 5: Installation of Applications

Your child/ward will be able to download any application under Option A. However, there
may be some applications that would prompt for the Parent Admin Password at the time of
installation.

Note: The school reserves the right to block Chrome extensions that are objectionable.
Chrome extensions blacklisted by the school will not be accessible both during and after
school hours even if they are installed.

If you have any questions, please contact your respective school’s DMA Administrator.
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